MCP
Secure File Transfer User Guide

This document contains instructions on how to use an online account for the submission of provider claims under the
Newfoundland and Labrador Medical Care Plan (MCP).

By agreeing to use Secure File Transfer for transmission of billing data, turn around documents, and other
related data transfers, | (the user) understand that Secure File Transfer is a separate service from claims
software and is used for file transmission only.

The user is responsible for locating and attaching submission files, from the folder where they are stored,
for transfer to MCP.

The user is responsible for the download of turn around document (TAD) and remittance files from MCP,
storing the files in the appropriate folder.

Turn around document and remittance files will be available for download 7 days after email notification.
The Secure File Transfer account password will expire every 90 days and must be updated. Any Secure File
Transfer account inactive for a period of 60 days will expire.

The email account needs to be accessible from the machine that you are billing from.
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Logging Into Your Secure File Transfer Account for the First Time

When your Secure File Transfer account is set up, an email notification will be sent to you from GNLSMFT@gov.nl.ca. It
will be sent to the email address provided on the Secure File Transfer Account Application.

GML Secure Managed File Transfer <GHNLSMFT@gov.nl.ca= 10051 AM (16 minutes age) 35 4
tome =

kiteworks
Welcome to "GNL Secure File Sharing”

Your account has been creatad.

To start using the system, please activate your account.

Activate account

This is an automated email from Government of Newfoundland and Labrador Secure File Transfer service. Please
do not reply to this email

If you do not wish to create an account or have received this message in emor, please contact your support
representative using one of the following

External non-Government users requiring assistance should contact their internal IT Support Team or notify your
Government Deparimental contact.

Intermal Government users ONLY, requiring assistance, please contact the Service Desk at 729-HELP or
SemviceDeski@gov.nl.ca.

“This email and any attached files are intended for the sole use of the primary and copied addressee(s) and may contain privileged andi/or confidential information. Any
distribufion, use or copying by any means of this information is strictly prohibited. If you received this email in error, please delete it immediately and notify the sender.”

Click the Activate Account button in the email or open your web browser and type https://smft.gov.nl.ca in the address
bar.
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The password must be at least 8 characters long and must contain:
e 1specialcharacter ( !'"#$%&"' () *+,-./:;<=>2Q[\1*_"{I}~);
e 1 number; and,
e 1 uppercase alphabet.

Newfmz dland
Labrador

CANADA

Set password

gnlsmftmcptest1@gmail.com

Mew password

Confirm new password

O 1 number(s)

(O 1 uppercase character(s)
(2 1 special character(s)

(O 8 character(s) minimum

You will be brought to the screen below stating that an activation email has been sent.

Newfoufidland
Labrador

CANADA

Your password has been set.

Return to sign in

Click the Return to sign in link to be sent to the login page.
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Enter your email address for the username and your password. Afterwards, you will be brought to the One-Time Passcode
(OTP) login screen.

Newfoundland
Labrador

CANADA

Sign in
Username or email

.
secured by Accellion
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Logging in with the One-Time Passcode

Note: You will require access to the inbox for the email address you are using for your Secure File Transfer account and
you will need to use the One-Time Passcode for every login

After logging in with your username and password, you will receive an email similar to the following that contains the
One-Time Passcode (OTP) for this session.

GNL Secure Managed File Transfer <GNLSMFT@gov.nl.ca>

Your "GNL Secure File Sharing” one-time passcode

kiteworks

Your "GNL Secure File Sharing" passcode is 20528695

Please use this passcode to sign in to your "GNL Secure File Sharing" account.

This code will expire in 30 minutes.

kiteworks

You can copy and paste the 8 digit code into the following login screen or enter it manually.

i~
%

Newfbli fidland
Labrador

CANADA

Two factor authentication

A message with a passcode was sent to your email.

One Time Passcode

OTP

Didn't get the passcode? Resend

Note: If you didn’t receive the code, use the “Resend” button on the OTP login screen and don’t forget to check you
junk/spam folder.
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How to Send Submisson Files

Note: End users of Secure File Transfer are responsible for the secure storage, management, retention, and purging of the

MCP files they maintain.

Open your web browser and go the Secure File Transfer site, https://smft.gov.nl.ca. Enter your email address and

password to Login.

&%,
o/
Newfouhdland
Labrador
Signin
Username or email
|
Secured ACCQ“iOHr

Click the Compose button.

kiteworks
I Inbox 1 From Subject
Sent mcpl1@gov.nl.ca Secure File Transfer Account Crea...
Drafts 2
Trash 4
Outbox

Received

Apr 22

0

Expiration

Apr 29

Last web login:

Today at 11:17 AM

Y rFilter

1of1

<

>

G
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You will see the following screen:

kiteworks G
B Messaae body protected
I Inbox 1 To  MCPBilling@gov.nl.ca % cc | bec
Sent Subject
Drafts 2
Trash 4
Outbox
0] il
Files from this computer...
. [ Discard @ Message settings

secured by Accellion

Enter MCPBIlling@gov.nl.ca in the To field.

Click the button that looks like a paper clip over a sheet of paper, this is used to attach files from your computer.
Navigate to the folder where submission files are located. Click Open.

Locating files in the folder may be easier if you sort the files by descending date or provider number.

When uploading files, there are several methods you can use to select multiple files:

a) Click the first file you want to select, hold down the Shift key, select the last file, and then let go of the Shift key; or,
b) Hold down the Ctrl key and click any files you would like to select (holding Ctrl and clicking a file a second time will
deselect the file).

Notes:
e Submission file names start with a 6 digit provider number. Only files with this file name format should be selected.
o A maximum of 10 files can sent per transfer.
e For assistance with locating your submission files, contact your claims billing or Electronic Medical Record program
vendor.

After your files have finished submitting (approximately 5 minutes), there is a tracking report for every file in the Sent tab
of your SFT account. You can view download reports by hovering your mouse over the file in question and clicking the
Track button to bring up the download report. There is an example of the download report on the page below.

Please note the attached submission files will be encrypted but the Subject and Text fields are not. Do not enter
confidential information in these fields.

Leave the body of the email blank. Any instructions or information included will not be reviewed or actioned.

Click Send.
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You will see the following message, click Send.

Missing subject

Do you want to send this message without a subject?

When the transaction is finished, click the letter (Eg. “M” in the image below) in the top right hand corner and click Sign
Out. If you do not sign out, your session will automatically time out after 20 minutes.

Last web login: M
Today at 10:45 AM

MCP1
mcp1@gov.nl.ca

M

Settings
Help

Sign out

You can view a tracking report for every file submitted to the MCPbilling@gov.nl.ca address. Remain logged into your
SFT account and approximately 5 minutes after the file has been submitted, you will be able to view the report from
your Sent mail tab. Hover your mouse over the email containing the file you just submitted and click Track.

kiteworks
Inbox 6 To Subject

I Sent mepbilling@gov.nl.ca (no subject)
Drafts

mepbilling@gov.nl.ca (no subject)

Sent Expiration
Apr 27 0

Apr 27 0

Last web login:
Today at 12:58 PM

1of1 £

TRACK eee

TRACK
wee

y

M


mailto:MCPbilling@gov.nl.ca
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The report will look similar to the following:

Message Tracking Report

Subject:

mecpl@gov.nl.ca
mepbilling@gov.nl.ca
mepbilling@gov.nl.ca

mepbilling@gov.nl.ca

You can also click Send Report to have this report sent to your email.

Viewed message
Downloaded file
Viewed message

Downloaded file

99999911.103

99999911.103

X
Today at 1:03 PM
Today at 11:04 AM
Apr 27, 2021, 2:17 PM
Apr 27, 2021, 2:15 PM
Send report Export CSV Close
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How to Access Turn Around Documents (TAD) and Remittance Files

Note: End users of Secure File Transfer are responsible for the secure storage, management, retention, and purging of the
MCP files they maintain.

You will receive an email notice when TAD and remittance files are ready for download.

Please note you only have 7 days after you receive the email to download them. The files will be removed from the
Secure File Transfer system after 7 days. Note that the sample email below contains a date until which the file(s) will be
available.

If the files have been removed but are still required, please contact the GNL Service Desk at 729-4357(HELP).

mepbilling@gow.nl.ca 2:45 AM (46 minutes ago) Ty .
lome =

kiteworks

MCPBilling sent you a message using the GNL Secure File
Transfer service.

You have received a message from the Government of Newfoundland and Labrador Secure File
Transfer service. To retrieve any attachments, please click on the "Access Secure Content” button
above.

External non-Government users requiring assistance should contact their internal IT Support Team
or notify your Government Departmental contact.

Internal Government users ONLY, requiring assistance, please contact the Service Desk at 729-
HELP or ServiceDesk@gov.nl.ca.

181 Aftachments expire on May 10, 2021

2 files
TX999999.102, E1999999.102

This message requires that you sign in fo access the message and any file attachments:

“This emzil and any attached files are intended for the sole use of the primary and copied addresses(s) and may contain privileged and/or confidentia
information. Any distribution, use or copying by any means of this information is strictly prohibited. If you received this email in emor, please delete it
immediately and netify the sender.”

Click the Access Secure Content button to go to the Secure File Transfer webpage.
9
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Nessfoundland
Labrador

CANADA

Sign in
Username or email

Secured by Accellion /

Enter your email address.

Click Next.

Newfouhdland
Labrador

CANADA

Sign in
Username or email Not you?

gnlsmftmcptest1@gmail.com

Password

Forgot password?

secured by Accellion 4

Enter your password.

10
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If you are using a computer outside of a trusted or secure network, click the | am on a public computer check box. This
will ensure that usernames and passwords will not be saved. A screen similar to below will be displayed.

kiteworks

I Inbox 3 &« M Move to Trash 1= Print

Trash 2
MCP - TADS and Remittances

M mcphiling@gov.nl.ca
May 03,2021, 8:44 AM
¥ gnlsmftmcptest]l @gmail.com
2 attachments - Expire: May 10, 2021

File attachments expire: May 10, 2021 4 Download <Z] Send file

L] Name Size Digital Fingerprint

] D TX999999.102 0 Bytes d41d8cd98f00b20422800998ecf8427e (MDS)

secured by Accellion” O [ e1999959.102 4 Bytes 098f6bcd4621d373cade4e83262 70416 (MDS)

Click the box next to an individual file name and click Download to begin downloading the file.
Follow the screens to download the file and save to an appropriate folder.

The folder you choose will depend on the claims billing or Electronic Medical Record program you are using. If your web
browser does not allow you to choose a specific folder, the files may have to be moved to the appropriate folder after
download. Contact your claims billing or Electronic Medical Record program vendor for assistance with choosing a folder.

If there are multiple files to download, each file must be downloaded individually.

When the transaction is finished, click the letter in the top right hand corner and click Sign Out. If you do not sign out,
your session will automatically time out after 20 minutes.

Notes:

e TAD and remittance files will remain on the MCP Secure File Transfer server for 7 days, even after you have
downloaded the files.

e |t is recommended that files not be picked up a second time, unless it is necessary to do so. Please contact your
claims billing or Electronic Medical Record program vendor for assistance.

e Fee for service (FFS) TAD file names begin with “T” and a provider number.

e Alternate billing (ABS) TAD file names begin with “S” and a provider number.

e Remittance detail (paid claims detail) file names begin with “E1” and a provider number.
Note that if you are not being paid for individual claims, but have some other form of payment such as a lump
adjustment, block funding, etc., there will be no “E1” detail file, just a “TX” summary file.

e Remittance summary file names begin with “TX” and a provider number.

11
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Reminders

A password update is required every 90 days. When your password expires, you will be prompted to update it when
you log in.

Remittance and TAD files remain available for download for 7 days. After 7 days the files are automatically removed
from Secure File Transfer.

Secure File Transfer accounts automatically expire after 60 days of inactivity. If your account has expired, please
contact the GNL Service Desk at 729-4357(HELP) to have your account reactivated.

End users of Secure File Transfer are responsible for the secure storage, management, retention, and purging of any
MCP submission, TAD or remittance files they maintain.

Support

The GNL Service Desk can be reached at 729-4357(HELP).

The GNL Service Desk provides support for software provided by MCP only. The GNL Service Desk should not be
contacted for hardware or software support for software packages not supplied by MCP, problems resulting from
machine errors, internet connectivity, operating environments, et cetera. Users should consult their external
professional IT support for assistance as required.

Tips

1.

If you have requested an account but have not yet received an email, check your SPAM folder. If the email was sent
to your SPAM folder, move it your Inbox and add the GNLSMFT@gov.nl.ca and MCPBilling@gov.nl.ca addresses to
your email Address Book or Contact List.

If you have trouble uploading/downloading files, refer to your web browser’s “HELP” feature for assistance.

If you are having trouble uploading/downloading files, try one of the following browsers:
e  Microsoft Edge 90+
e Google Chrome 90+
e Firefox 88+
e Safari 14+

If your web browser does not allow you to choose a folder when downloading files, you may be able to change a
setting in the browser that will give you the option to select a folder. Refer to your web browser’s “HELP” feature or
consult your IT support.

Selecting multiple files when uploading files:
a) Click the first file you want to select, hold down the Shift key, select the last file, and then let go of the Shift
key, or;
b) Hold down the Ctrl key and click any files you would like to select (holding Ctrl and clicking a file a second time
will deselect the file).

When sending files, you can attach a maximum of 10 files per transfer.

12
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Changing Your Secure File Transfer Account Email Address

e To change the email address associated with your Secure File Transfer account, contact the GNL Service Desk at 729-
4357(HELP).

Adding/Removing Providers
To add a provider to your Secure File Transfer account, complete the Secure File Transfer Request form. To obtain a form,
contact the GNL Service Desk at 729-4357(HELP).

To remove a provider from your Secure File Transfer account, contact the GNL Service Desk at 729-4357(HELP), with the
following information:

e Provider Number

e Provider Name

e The email address associated with your Secure file Transfer account

13
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